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This document is the controlled master version of the Van Aarsen Vulnerability Disclosure Policy. The public version and online reporting form are published on the Van Aarsen website and shall remain consistent with this document.
[bookmark: _Toc240033705]1  Purpose
Van Aarsen International B.V. is committed to developing and maintaining secure and reliable products throughout their entire lifecycle. Despite careful development and testing, security vulnerabilities may still occur.
This Vulnerability Disclosure Policy explains how customers, suppliers, security researchers and other stakeholders can responsibly report suspected security vulnerabilities in Van Aarsen products.
The objectives of this policy are:
· [bookmark: _Toc240033706]Improve the cybersecurity of Van Aarsen products
· [bookmark: _Toc240033707]Protect customers and end users
· [bookmark: _Toc240033708]Investigate and resolve reported vulnerabilities in a timely manner
· [bookmark: _Toc240033709]Support compliance with the Cyber Resilience Act (CRA)
[bookmark: _Toc240033710]2  Scope
This policy applies to products developed, manufactured or supplied by Van Aarsen that contain digital elements, including:
· [bookmark: _Toc240033711]PLC software
· [bookmark: _Toc240033712]HMI software
· [bookmark: _Toc240033713]Industrial PCs (IPC)
· [bookmark: _Toc240033714]Embedded software
· [bookmark: _Toc240033715]Firmware
· [bookmark: _Toc240033716]Factory Control Software
· [bookmark: _Toc240033717]Remote Access solutions
· [bookmark: _Toc240033718]Cloud services
· [bookmark: _Toc240033719]Other software components forming part of a Van Aarsen product

[bookmark: _Toc240033720]This policy does not apply to:
· [bookmark: _Toc240033721]General service requests
· [bookmark: _Toc240033722]Product complaints unrelated to cybersecurity
· [bookmark: _Toc240033723]Internal Van Aarsen IT systems
· [bookmark: _Toc240033724]Physical security incidents



[bookmark: _Toc240033725]3  Reporting Vulnerability
[bookmark: _Toc240033726]3.1  Contact
Potential security vulnerabilities can be reported using the following contact details:
	Email
	security@vanaarsen.com

	Subject
	Security Vulnerability Report


[bookmark: _Toc240033727]3.2  Information to Include
To enable an efficient investigation, please provide as much of the following information as possible:
· [bookmark: _Toc240033728]Name and organization
· [bookmark: _Toc240033729]Contact details
· [bookmark: _Toc240033730]Van Aarsen order number
· [bookmark: _Toc240033731]Product name and product version
· [bookmark: _Toc240033732]Serial number, if available
· [bookmark: _Toc240033733]Software or firmware version
· [bookmark: _Toc240033734]Description of the vulnerability
· [bookmark: _Toc240033735]Steps required to reproduce the issue
· [bookmark: _Toc240033736]Potential impact
· [bookmark: _Toc240033737]Screenshots, log files or Proof-of-Concept, if available
· [bookmark: _Toc240033738]CVE reference, if known (Common Vulnerabilities and Exposures)
[bookmark: _Toc240033739]4  Responsible Disclosure
Van Aarsen encourages responsible disclosure. Reporters are requested to:
· [bookmark: _Toc240033740]Act in good faith
· [bookmark: _Toc240033741]Avoid disruption of production systems
· [bookmark: _Toc240033742]Avoid accessing, modifying or deleting customer data
· [bookmark: _Toc240033743]Stop testing once sufficient evidence has been collected
· [bookmark: _Toc240033744]Keep the vulnerability confidential until an appropriate solution has been made available

[bookmark: _Toc240033745]Van Aarsen will treat all reports confidentially.
[bookmark: _Toc240033746]5  Vulnerability Handling
Van Aarsen follows a Coordinated Vulnerability Disclosure (CVD) process. Reports are assessed and remediated where appropriate. Disclosure is coordinated with affected parties and, where practicable, with the reporter after corrective measures or mitigations are available.
All reported vulnerabilities are handled through the Van Aarsen Product Security Incident Response Team (PSIRT). The process includes the 10 steps below (where applicable):
01   Register report
02   Acknowledge receipt
03   Initial assessment
04   Technical analysis
05   Risk assessment using CVSS, considering product-specific safety and operational impact
06   Corrective actions
07   Validation
08   Coordinated disclosure and customer communication on mitigations and security updates
09   Regulatory notification, if required
10   Incident closure
Vulnerabilities are processed in accordance with Van Aarsen's internal Product Security Incident Response Procedure (Document ID: B0455886).


[bookmark: _Toc240033747]6  What You Can Expect
After receiving a report, Van Aarsen will:
· [bookmark: _Toc240033748]Acknowledge receipt, normally within five business days
· [bookmark: _Toc240033749]Register and assess the report
· [bookmark: _Toc240033750]Assess whether the report concerns a Van Aarsen product
· [bookmark: _Toc240033751]Contact the reporter if additional information is required
· [bookmark: _Toc240033752]Investigate the reported vulnerability
· [bookmark: _Toc240033753]Coordinate corrective actions where necessary
· [bookmark: _Toc240033754]Inform the reporter about significant progress where appropriate

[bookmark: _Toc240033755]Van Aarsen cannot guarantee a specific resolution timeframe, as this depends on the complexity, risk and availability of a safe corrective measure.
Where required by Regulation (EU) 2024/2847 (Cyber Resilience Act), Van Aarsen reports actively exploited vulnerabilities and severe incidents to the competent authorities within the applicable timelines.
[bookmark: _Toc240033756]7  Safe Harbor
Van Aarsen values the work of security researchers acting in good faith. Provided that research is conducted responsibly and in accordance with this policy, Van Aarsen does not intend to initiate legal action against individuals reporting vulnerabilities through this process.
This does not apply to activities involving:
· [bookmark: _Toc240033757]Unauthorised access to customer data
· [bookmark: _Toc240033758]Disruption of services
· [bookmark: _Toc240033759]Malware deployment or ransomware
· [bookmark: _Toc240033760]Social engineering
· [bookmark: _Toc240033761]Denial-of-Service attacks
· [bookmark: _Toc240033762]Any activities violating applicable laws
[bookmark: _Toc240033763]8  Privacy
Any personal information submitted as part of a vulnerability report will be processed solely for the purpose of investigating and resolving the reported vulnerability. Personal data will be handled in accordance with applicable privacy legislation.
[bookmark: _Toc240033764]9  Contact
Van Aarsen International B.V.
Product Security Incident Response Team (PSIRT)
Email:		security@vanaarsen.com
Website:	www.vanaarsen.com


[bookmark: _Toc240033765]Appendix A  Reporting Template
	Field
	Description

	Reporter
	Name and organization

	Contact details
	Email and telephone

	Project reference
	Order number

	Machine reference
	Feedback number

	Product
	Product name

	Product version
	Version or release

	Software / Firmware
	Version information

	Vulnerability description
	Description of the issue

	Reproduction steps
	How the issue can be reproduced

	Potential impact
	Expected impact

	Attachments
	Screenshots, logs, PoC, etc.



This public document is reviewed annually or following a material change to the applicable product security process or regulatory requirements.
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